ChipWhisperer® Embedded Security Analysis Tools
CW308 UFO Targets

STM32Fx/STM32Lx TQFP64
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The CW308T-STM32F target series allows experiments on the popular
STM32F/STM32L series of Arm devices in TQPF-64 package. This includes
the STM32Fo, STM32F1, STM32F2, STM32F3, STM32F4, STM3214,
and STM32L5. Devices within this family have varying core types, periph-
eral options, and hardware cryptographic peripheral support.

Devices within this family also have differing support for a data and
instruction caches, allowing you to compare code and libraries running
on different processor architectures while keeping the same development
setup. The ChipWhisperer capture supports programming this series of
devices via a serial bootloader.

CW308 UFO Baseboard Required for use!

ST-LINK/V2 Recommended for Debug.

The CW308-STM32F-SOCKET board is the perfect target for testing fault injection against TQFP-64 STM32F/STM32L
microcontrollers. Thanks to pin compatablity (mostly) between various devices, this single board supports multiple

STM32F/STM32L microcontrollers.

These boards do not ship with any microcontroller, but use a 64-pin TQFP socket.

Ordering Summary

NewAE Part Number

Target Part Number

NAE-CW308T-STM32F-SOCKET64

None Included

Product Links

Full Documentation https://rtfm.newae.com/Targets/UFO%20Targets/CW308T-STM32F_SOCKET/
Firmware Examples https://github.com/newaetech/chipwhisperer/tree/master/hardware/victims/firmware
Design Files https://github.com/newaetech/chipwhisperer-target-cw308t
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Disclaimers

All content is Copyright NewAE Technology Inc., 2018-2023. ChipWhisperer is a trademark of NewAE Technology Inc., registered in the United States of
America, Europe, and Peoples Republic of China. Trademarks are claimed in all jurisdictions and may be registered in other states than specified here.

NewAE Technology makes no representations or warranties with respect to the accuracy or completeness of the contents of this document and reserves
the right to make changes to specifications and product descriptions at any time without notice. NewAE Technology does not make any commitment to

update the information contained herein. NewAE Technology products are not intended, authorized, or warranted for use as components in applications
intended to support or sustain life. NewAE Technology products are designed solely for teaching purposes.

All other product names and trademarks are the property of their respective owners, which are in no way associated or affiliated with NewAE Technology
Inc. Use of these names does not imply any co-operation or endorsement.

AVR and XMEGA are registered trademarks or trademarks of Atmel Corporation or its subsidiaries, in the US and/or other countries.
Artix and Spartan are registered trademarks or trademarks of Xilinx, Inc. or its subsidiaries, in the US and/or other countries.

Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
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